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~ The MAILING DATE of this communication appears on the cover sheet with the correspondence address ~ 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 1 33). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)K Responsive to comnnunication(s) filed on 22 March 2002 , 
2a)D This action is FINAL. 2b)^ Tiiis action is non-final. 

3) n Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 

Disposition of Claims 

4) 0 Claim(s) is/are pending in the application. 

4a) Of the above claim{s) is/are withdrawn from consideration. 

5) n Claim(s) is/are allowed. 

6) ^ Claim(s) l^S is/are rejected. 

7) D Claim(s) is/are objected to. 

8) n Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) ^ The specification is objected to by the Examiner. 

10)^ The drawing(s) filed on 15 February 2001 is/are: a)^ accepted or b)0 objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
1 1 )n The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-1 52. 

Priority under 35 U.S.C. § 119 

12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
a)n All b)n Some * c)^ None of: 

1 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. . 



3.n Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 
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DETAILED ACTION 



Priority 

1 . No claim for priority has been made in this application. 

2. The effective filing date for the subject matter defined in the pending 
claims in this application is 2/15/2001. 

Specification 

4. The abstract of the disclosure is objected to because the abstract 
paragraph exceeds 150 words (check for legalese, 1 paragraph, <150 words). 
Correction is required. See MPEP § 608.01(b). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1 - 6 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Weinstein (Patent Number: 6094485), hereinafter referred to as Weinstein, 
in view of Chapman (Patent Number: 5926468), hereinafter referred to as 
Chapman, and in view of APA (Admitted Prior-Art), hereinafter referred to as 
APA. 

4. As per claim 1, Weinstein teaches a method for performing a ciphering 
key change in a wireless communications system by resetting the sequence 
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number upon the ciphering key changes (Weinstein: see for example, Column 9 
Line 29 - 34). 

5. Weinstein does not expressly teach the detail synchronization mechanism 
of encryption engines at both ends especially between Layer 2 and Layer 3. 

6. Chapman teaches the improved resynchronization mechanism of 
encryption engine between the Layer 2 and Layer 3 at both ends (even though 
not expressly for key change scenario) including a method, besides the reset of 
sequence number, that data link layer reset indication and acknowledgement can 
be carried in an information frame (l-Frame) rather than sending a reset 
command in a supervisory frame (S-Frame) so that overhead can be reduced 
and system bandwidth can be more efficiently utilized (Chapman: see for 
example. Column 7 Line 60 - 67, Column 68 Line 1 - 4, Column 2 Line 1 - 2, 
Column 2 Line 28 - 30, Column 2 Line 60 - 65, Column 5 Line 30 - 35, and 
Column 7 Line 47 - 50). 

7. It would have been obvious to a person of ordinary skill in the art at the 
time the invention was made to combine the teaching of Chapman within the 
system of Weinstein because Weinstein discloses resetting the sequence 
number on the event of ciphering key changes and Chapman further teaches the 
enhanced resynchronization mechanism between the Layer 2 data link layer and 
Layer 3 encryption engine as described above. 

8. Therefore. Weinstein as modified teaches the resynchronization 
mechanism for encryption engines during the ciphering key changes between 
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both ends through resetting Layer 2 sequence number and improved Layer 2 
reset command (and acknowledgement) without using Supervisory L2 Frame. 

9. Weinstein as modified does not teach: 

a. the first station executing a suspend function upon the signaling channel, 
the suspend function ensuring that the first station does not transmit PDUs to the 
second station along the signaling channel after a predetermined event. 

10. However, this claim limitation can be rejected under the following two 
arguments explored below. 

11. First Argument of Rejection: 

1 2. It would have been obvious to a person of ordinary skill in the art at the 
time the invention was made to modify the enhanced data link reset mechanism 
to accommodate using the suspend function upon the signaling channel to 
assure the first station does not transmit PDUs to the second station because no 
further retransmission of ciphering reconfiguration command is assumed by the 
Applicant so that PDU transmission can be stopped until the reception of ACK 
message (as understood by the Examiner as Applicant expects; otherwise, the 
signaling channel can't be suspended prior to the reception of the ACK) - 
However, the transmission failure is extremely likely to occur in wireless 
applications especially when the transceivers operate in (or passes through) an 
inevitable transient fading environment. This is the reason Weinstein as modified 
does not expressly teach stop (or freeze) the sequence number during the 
transition period of ciphering key change by suspending the signaling channel 
transmission of PDU (Protocol Data Unit) and instead, Weinstein as modified 
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teaches resetting the sequence number as well as using data link reset indication 
/ acknowledgement messages to synchronize the Layer 3 with Layer 2 to avoid 
running the sequence number past the event number where the new ciphering 
key would start getting used (Weinstein: see for example, Column 9 Line 29 - 
34) & (Chapman: see for example, Column 7 Line 18 - 20). 

13. Second Argument Rejection: 

14. In addition to that, the modification would have been obvious because one 
of ordinary skill in the art would have been motivated to change the improved 
data link reset mechanism for encryption engine resynchronization to 
accommodate the suspension of PDU transmission because (a) both 
mechanisms do not start transmitting the enciphered information frame using the 
qualified sequence number in conjunction with the new ciphering key before the 
acknowledgement has been received in order to avoid running the sequence 
number past the event number (Chapman: see for example. Column 7 Line 18 - 
20) & (Weinstein: see for example. Column 9 Line 29 - 34), (b) both ciphering 
engines intend to correspond the old ciphering key and new ciphering key to the 
enciphered information frames based on an event number. This event number 
used by the claim limitation is the sequence number suspended (or frozen) 
during the ciphering key change transition period while the event number taught 
by Chapman constitutes not only the reset sequence number (i.e. zero) but also 
the data link reset acknowledgement to assure the synchronization between the 
Layer 3 and Layer 2, and (c) both mechanisms would perform equally well 
because Chapman also teaches a method that data link layer reset indication 
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and acknowledgement can be carried in an information frame (l-Frame) rather 
than sending a reset command in a supervisory frame (S-Frame) so that 
overhead can be reduced and system bandwidth can be more efficiently utilized 
(Chapman: see for example, Column 2 Line 28 - 30 and Column 2 Line 1 - 2). 
1 5. Weinstein as modified further teaches: 

b. the first station transmitting the ciphering reconfiguration activation 
command along the signaling channel prior to the predetermined event 
(Weinstein: see for example, Column 9 Line 29 - 34). 

c. the second station receiving the ciphering reconfiguration activation 
command and sending an acknowledgment to the first station (Weinstein: see for 
example, Column 9 Line 29 - 34). 

d. the first station receiving the acknowledgment from the second station and 
canceling the suspend function so as to enable the first station to transmit PDUs 
to the second station along the signaling channel after the predetermined event 
(Same rationale applies herein in rejecting the claim limitation (a) as described as 
above). 

e. wherein the first station and the second station use an old ciphering key 
prior to the predetermined event, and the first station and the second station use 
a new ciphering key after the predetermined event, the ciphering reconfiguration 
activation command informing the second station of the ciphering key change to 
the new ciphering key (Weinstein: see for example. Column 9 Line 29 - 34) & 
(Chapman: see for example, Column 7 Line 18 - 20). 
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16. Weinstein as modified teaches the wireless communication system 
comprising: 

a. a first station capable of transmitting a ciphering reconfiguration activation 
command, the ciphering reconfiguration activation command being used to 
change a ciphering key (Weinstein: see for example, Column 9 Line 29 - 34) & 
(APA: see for example. Paragraph [0007]: Applicant's admitted prior art); 

b. a second station capable of receiving the ciphering reconfiguration 
activation command and acknowledging reception of the ciphering 
reconfiguration activation command (Weinstein: see for example. Column 9 Line 
29 - 34) & (APA: see for example, Paragraph [0007]: Applicant's admitted prior 
art); 

17. Weinstein as modified does not teach the PDUs being at least partially 
enciphered using a ciphering key. 

18. APA teaches: 

c. wherein the first station and the second station are capable of establishing 
communications through at least a channel, the first station using a signaling 
channel to transmit the ciphering reconfiguration activation command, the first 
station and the second station utilizing layer 2 protocol data units (PDUs) to 
effect communications, the PDUs being at least partially enciphered using a 
ciphering key (APA: see for example, Paragraph [0004] Line 31 - 36 and 
Paragraph [0006] Line 25 - 28: Applicant's admitted prior art). 
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19. As per claim 2, Weinstein as modified teaches the claimed invention as 
described above (see claim 1 ). Weinstein as modified further teaches the 
ciphering reconfiguration activation command further informs the second station 
of the predetermined event so that the second station uses the new ciphering key 
after the predetermined event (Weinstein: see for example, Column 9 Line 29 - 
34) & (APA: see for example, Paragraph [0007]: Applicant's admitted prior art). 

20. As per claim 3, Weinstein as modified teaches the claimed invention as 
described above (see claim 1 ). Weinstein as modified further teaches the 
ciphering reconfiguration activation command is a layer 3 signaling message that 
is transmitted and received using layer 2 PDUs (Weinstein: see for example, 
Column 9 Line 29 - 34: SSL layer 3 signaling message is evidently built on top of 
Layer 2 PDU) & (APA: see for example, Paragraph [0004]: Applicant's admitted 
prior art). 

21 . As per claim 4, Weinstein as modified teaches the claimed invention as 
described above (see claim 1 ). Weinstein as modified further teaches the first 
station executing a suspend function upon every channel, each suspend function 
ensuring that the first station does not transmit PDUs to the second station along 
the corresponding channel after a corresponding predetermined event (See the 
same rationale addressed above in rejecting the claim 1 ). 

22. As per claim 5, Weinstein as modified teaches the claimed invention as 
described above (see claim 4). Weinstein as modified further teaches the first 
station canceling the suspend function on each channel after receiving the 
acknowledgment from the second station so as to enable the first station to 
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transmit PDUs to the second station along each channel after the corresponding 
predetermined event (See the same rationale addressed above in rejecting the 
claim 1). 

23. As per claim 6, Weinstein as modified teaches the claimed invention as 
described above (see claim 1 ). Weinstein as modified further teaches each 
PDU comprises a sequence number and the predetermined event is a suspend 
value; wherein when the suspend function is active, the first station will not 
transmit a PDU along the signaling channel to the second station if the PDU has 
a sequence number that is sequentially on or after the suspend value (See the 
same rationale addressed above in rejecting the claim 1). 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Longbit Chai whose telephone number Is 703- 
305-0710. The examiner can normally be reached on Monday-Friday 8:00am- 
5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Ayaz R Sheikh can be reached on 703-305-9648. The 
fax phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). 
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